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Video Products Are Not Impacted By Ripple20 Set of Vulnerabilities

Summary

Honeywell Commercial Security Video Products, including Equip/Performance/30/60 Series Cameras and 30 Series
NVRs/Performance NVRs & DVRs/ADPRO Series, have been evaluated for Ripple20. Confirmation has been received
that the Treck software is not used in Honeywell Commercial Security Video Products. As a result, the Ripple20 issue
does not affect these products.

Cybersecurity is a priority for Honeywell. We are dedicated to continuously improving the security of our products and
will continue to update you as we release new security features, enhancements, and updates.

Appendix

¢ Ripple20 Set Of Vulnerabilities Introduction

https://treck.com/vulnerability-response-information/

https://www.jsof-tech.com/ripple20/

o Honeywell Commercial Security Video Products
https://mywebtech.honeywell.com/

DISCLAIMERS

e CUSTOMERS ARE RESPONSIBLE FOR ASSESSING THE IMPACT OF ANY ACTUAL OR POTENTIAL
SECURITY VULNERABILITY.

e YOUR USE OF THE INFORMATION ON THIS DOCUMENT OR MATERIALS LINKED FROM THIS
DOCUMENT IS AT YOUR OWN RISK.

e HONEYWELL RESERVES THE RIGHT TO CHANGE OR UPDATE THIS DOCUMENT AT ANY TIME AND
WITHOUT NOTICE.

¢ HONEYWELL PROVIDES THE CVSS SCORES “AS IS” WITHOUT WARRANTY OF ANY KIND.
HONEYWELL DISCLAIMS THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PURPOSE AND MAKES NO EXPRESS WARRANTIES EXCEPT AS MAY BE STATED IN AWRITTEN
AGREEMENT WITH AND FOR ITS CUSTOMERS

e IN NO EVENT WILL HONEYWELL BE LIABLE TO ANYONE FOR ANY DIRECT, INDIRECT, SPECIAL, OR
CONSEQUENTIAL DAMAGES.
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