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JACE-8000 and Niagara Edge 10 Not Exposed to Ripple20 Threat

Security Bulletin #: SB 2020-Tridium-3

Summary

The Niagara JACE-8000 and Niagara Edge10 have been evaluated for Ripple20 TCP/ IP
Stack Vulnerability. Confirmation has been received from the OS vendor that the TCP stack
used on the JACE-8000 and Edge10 are not impacted by the Ripple20 set of vulnerabilities.

Cybersecurity is a priority at Tridium. We are dedicated to continuously improving the
security of our products, and we will continue to update you as we release new security
features, enhancements, and updates.

DISCLAIMERS

e CUSTOMERS AND USERS ARE RESPONSIBLE FOR ASSESSING THE IMPACT OF ANY
ACTUAL OR POTENTIAL SECURITY VULNERABILITY.

e YOUR USE OF THE INFORMATION IN THIS DOCUMENT OR MATERIALS LINKED FROM THIS
DOCUMENT IS AT YOUR OWN RISK.

e TRIDIUM RESERVES THE RIGHT TO CHANGE OR UPDATE THIS DOCUMENT AT ANY TIME
AND WITHOUT NOTICE.

e TRIDIUM PROVIDES THE CVSS SCORES 'AS IS’ WITHOUT WARRANTY OF ANY KIND.
TRIDIUM DISCLAIMS THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PURPOSE AND MAKES NO EXPRESS WARRANTIES EXCEPT AS MAY BE STATED IN A
WRITTEN AGREEMENT WITH AND FOR ITS CUSTOMERS.

e IN NO EVENT WILL TRIDIUM BE LIABLE TO ANYONE FOR ANY DIRECT, INDIRECT, SPECIAL,
OR CONSEQUENTIAL DAMAGES.
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For almost 20 years, Tridium has led the world in business application frameworks


https://www.niagaramarketplace.com/marketplace_home
https://www.niagara-community.com/Comm_Home
https://www.tridiumuniversity.com/

— advancing truly open environments that harness the power of the Internet of
Things. Our products allow diverse monitoring, control and automation systems to
communicate and collaborate in buildings, data centers, manufacturing systems,
smart cities and more. We create smarter, safer and more efficient enterprises
and communities — bringing intelligence and connectivity to the network edge and
back.
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