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Defect#: NCCB-55568

CVSSv3: 5.5  (Medium | AV:A/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:L)

Please Update Your Niagara Software: Hx Profile Vulnerability

Summary

The following patches resolve a security issue affecting users that use any Hx Profile (HTML5 Hx Profile, Default Hx Profile,
etc.) to access a Niagara station through the browser. This could allow remote execution of a script in the client’s browser. This
applies to all supported versions of Niagara (Niagara 4.10 and Niagara 4.11) and may impact unsupported versions as well.
Tridium strongly recommends that you apply the most recent patch for your version of Niagara.

Solution

Tridium has developed a fix for the vulnerability which is available as a separate patched web-rt.jar module. The relevant
patched web-rt.jar module needs to be added to installations running current supported versions of Niagara releases (Niagara
4.10u1 and Niagara 4.11). Future releases of supported versions will include the fix and not require this patch to be applied
separately.

Recommended Action

Installations of Niagara 4.10u1 and Niagara Enterprise Security 4.10u1 should install the web-rt.jar version 4.10.1.36.1
(or later)
Installations of Niagara 4.11 and Niagara Enterprise Security 4.11 should install the web-rt.jar version 4.11.0.142.1 (or
later)
Installations of earlier/unsupported Niagara versions should be upgraded to one of the supported versions above and the
relevant patch module applied.

These updates are available on the Niagara Central download site, by contacting your sales support channel, or by contacting
the Tridium support team at support@tridium.com. 

It is important that all Niagara customers for all supported platforms update their systems with these releases to mitigate risk. If
you have any questions, please contact your Tridium account manager or contact Customer Support via support@tridium.com. 

Mitigation

http://go3.tridium.com/ol/j0hRc8PGLFxQsRouu6SqBYS_yGSNLsj_6PEwRKK3gZpzyVpxdqGCdRK62oQXEYE1bO3DUUQUGpQ8kEpLFL3FOoVJ_qh5Ck-7XTfzhY3DYcNsaKZ92dJB67qs3GkQp5OBnVGKHEYKHSA6N1PPPe5mhzXiM5sQSg7aqy-UYNV0zG4NnakW18_tO_U,/j0xUdcbIK1lNoVdlsbPWNb760TvJe5-pqb0wCvLoxt0_1QZ9feGAZ0zknOxFE5lvSs2_VS4mPbhV81xBNPqwXaFh3dZVUkW-Wzn71azcP74fcIsh6eNv9fyR9Xorms6sv1rCK2UiV0Z_fiKVMIAUqS7oBqULTRTSt1jIJZcTmiQmoos99N-hSeWw_3WI-W3e7jqlZwVk_eLI-WOSCJNOus9VrkJwxEY8Ku3fxg,,
http://go3.tridium.com/ol/j0hRdMXKIlxQsRouu6SqBYS_yGSNLsj_6PEwRKK3gZpzyVpxdqGCdRK62oQXEYE1bO3DUUQUGpQ8kEpLFL3FOoVJ_qh5Ck-7XTfzhY3DYcNsaKZ92dJB67qs3GkQp5OBnVGKHEYKHSA6N1PPPe5mhzXiM5sQSg7aqy-TZdJ7xG4NnakW18_tO_U,/j0xTcMHHI1xYvEti5KaKN7n9kCfUWoy6srh0HPqo0cAzhkV1ZtPbN0qyp_dwSL4ES8GqMlIJPYpE4S15PcOdJYRM-fdZXky0CAiugZ6IWq9Ae-BH8dtPz7uL9WYLiPeuhWvfE2sGGU5YSRWSX4oIliqyfbMqTxO3_HfvErEavmUCsesA0pSDcZqs-XyLphDf9RbdJ25T4Mu_y0ToHZo-t8Eb6EwNzQ,,


In addition to updating your system, Tridium recommends that customers with affected products take the following steps to
protect themselves:

Review and validate the list of users who are authorized and who can authenticate to Niagara.
Allow only trained and trusted persons to have physical access to the system, including devices that have connection to
the system though the Ethernet port.
Consider using a VPN or other means to ensure secure remote connections into the network where the system is
located, if remote connections  are enabled,
Sign all modules and program objects provided by third-party teams.
Review the Niagara Hardening Guide and implement the recommended techniques for securing your installation.

Cybersecurity is a priority at Tridium. We are dedicated to continuously improving the security of our products, and we will
continue to update you as we release new security features, enhancements, and updates.

DISCLAIMERS 

CUSTOMERS ARE RESPONSIBLE FOR ASSESSING THE IMPACT OF ANY ACTUAL OR POTENTIAL SECURITY VULNERABILITY.
YOUR USE OF THE INFORMATION IN THIS DOCUMENT OR MATERIALS LINKED FROM THIS DOCUMENT IS AT YOUR OWN RISK.
TRIDIUM RESERVES THE RIGHT TO CHANGE OR UPDATE THIS DOCUMENT AT ANY TIME AND WITHOUT NOTICE.
TRIDIUM PROVIDES THE CVSS SCORES 'AS IS' WITHOUT WARRANTY OF ANY KIND. TRIDIUM DISCLAIMS THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PURPOSE AND MAKES NO EXPRESS WARRANTIES EXCEPT AS MAY
BE STATED IN A WRITTEN AGREEMENT WITH AND FOR ITS CUSTOMERS
IN NO EVENT WILL TRIDIUM BE LIABLE TO ANYONE FOR ANY DIRECT, INDIRECT. SPECIAL, OR CONSEQUENTIAL DAMAGES.
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