Honeywell

SECURITY NOTICE

SN 2024-08-05 #01: SUPPLY CHAIN ATTACK IN LENELS2 NETBOX SUITE

This article contains:
Executive Summary
Affected Products
Remediation

It applies to:
NetBox, VRX, NetVR

Executive Summary

Honeywell is aware of a supply chain attack discovered in the third-party service, Polyfill[.]Jio. The
use of the Polyfill[.]io service is included with some LenelS2 products including NetBox, VRX
Series, and NetVR.

The table below lists the versions and remediations for these specific products.
Honeywell strongly recommends that users upgrade to the version identified in the table to
eliminate the use of the service.

Affected Products

Product Advisory/Update

NetBox v6.0 Not Vulnerable
NetBox v5.6.3 Not Vulnerable
NetBox v5.6.2 and eatrlier Upgrade to NetBox v6.0 or v5.6.3
NOTE: Some 5.4.2 and earlier systems may require Tech
Support if an upgrade file is not available
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Honeywell

Product Advisory/Update

VRx v5.7.2 Not Vulnerable
VRx v5.7.1, v5.7.0, and UB18 v5.5.2 Upgrade to VRx v5.7.2
VRx UB16 v5.5.2 Requires Tech Support
NetVR UB18/22 v5.7.3 Not Vulnerable
NetVR and all Converged Systems Upgrade to v5.6.3
UB16/18

Remediation

Honeywell strongly recommends that users upgrade to these updated versions as soon as
possible.

DISCLAIMERS

e CUSTOMERS ARE RESPONSIBLE FOR ASSESSING THE IMPACT OF ANY ACTUAL OR POTENTIAL
SECURITY VULNERABILITY. CUSTOMER’S FAILURE TO IMPLEMENT THE RECOMMENDED UPDATES
OR ACTIONS, INCLUDING WITHOUT LIMITATION, RECOMMENDED PATCHES OR UPDATES TO ANY
SOFTWARE OR DEVICE, SHALL BE AT CUSTOMER’S SOLE RISK AND EXPENSE. CUSTOMER SHALL
TAKE ALL APPROPRIATE ACTIONS TO SECURE AND SAFEGUARD ITS SYSTEMS AND DATA.
HONEYWELL SHALL HAVE NO LIABILITY FOR (I) CUSTOMER’S FAILURE TO IMPLEMENT THE
RECOMMENDED UPDATES OR ACTIONS OR (lI) CUSTOMER'’S FAILURE TO SECURE AND
SAFEGUARD ITS SYSTEMS AND DATA. SUCH FAILURES CAN VOID HONEYWELL’S WARRANTY
OBLIGATIONS.

e YOUR USE OF THE INFORMATION ON THIS DOCUMENT OR MATERIALS LINKED FROM THIS
DOCUMENT IS AT YOUR OWN RISK.

e HONEYWELL RESERVES THE RIGHT TO CHANGE OR UPDATE THIS DOCUMENT AT ANY TIME AND
WITHOUT NOTICE.

e HONEYWELL PROVIDES THE CVSS SCORES “AS IS” WITHOUT WARRANTY OF ANY KIND.
HONEYWELL DISCLAIMS THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PURPOSE AND MAKES NO EXPRESS WARRANTIES EXCEPT AS MAY BE STATED IN A WRITTEN
AGREEMENT WITH AND FOR ITS CUSTOMERS

e INNO EVENT WILL HONEYWELL BE LIABLE TO ANYONE FOR ANY DIRECT, INDIRECT, SPECIAL, OR
CONSEQUENTIAL DAMAGES.

SN2024-08-05 #01 LenelS2 Honeywell Security 20f2



