Please ensure you have completed all the steps in this document including the Outlook Email
configuration steps for successful email encryption and signing services to function properly.

To obtain your PKI 2 Hon Public Identity certificate for use with Secure Email encryption:

1. Click on the link below to begin:
Hon Public Identity

2. The Symantec PKI Certificate Service enrollment wizard starts. Click Continue.

digicert
Enroll: Confirm your identity Enroliment information Import certificate

Confirm your identity

Before your certificate can be issued, you must confirm you identity by entering identifying information.

1. Click Continue.

2. Enter the requested information.

Continue

Legal Notices | Privacy
@ 2019 DigiCert, Inc_ All rights reserved.

3. Input your EID (as Username) and LDAP Password and click on Continue.

(¥ Symantec. pKi CERTIFICATE SERVICE

Confirm your identity

Enrollment information
Username:

h236857

Password:

Continue
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https://pki.symauth.com/certificate-service?ac=137806&pf=2.16.840.1.113733.1.16.1.2.2.1.1.39017305

4. Verify your information and that HON Public Identity is listed in the Certificate
nickname field. If the information is valid then click on Continue. If it is not, discontinue
this process and contact your certificate administrator

digicert

Enroll: Confirm your identity Enroliment information Impo:

Verify your information
Verify that the information asseciated with your certificate is correct, and complete any required fields
Common name  DE,Devdoot
Email address  Devdoot De@Honeywell.com
Email Devdoot. De@Honeywell.com
Company Honeywell International Inc.

Department  S/MIME

Certificate nickname HON Public Identity 9

If your information is incorrect, contact IT Service Desk
ITServiceDesk@Honeywell.com

By clicking Continue, | accept the terms and conditions

* Required information Continue

5. Install your Certificate screen displays. Review the installation steps and click Install
Certificate.

digicert

Enroll: Confirm y dentity Enroliment information Import certificate

Install your certificate

Review these installation steps, and then click | he process.

Either create a PIN or enter your existing te

= If this is the first certificate you are inst our PIN. You need to enter this PIN

each time you use your cerificate.

Remember this PIN!
If you ferget this PIN, you will not be able to use your certificate, and you will need to repeat the
enrollment process to install another certificate

= If you have previously installed a certificate on your computer or smart card, enter your existing PIN.

'4 Wait for the certificate to be installed on your computer or smart card.

Install certificate
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6. At Enter the PIN popup window, enter your Symantec PKI PIN. Click Submit.

" Enter the PIN for: My Computer

PIN: |

Forgot your PIN?

Note: If installing the first certificate on the laptop, you must create and confirm the PIN
that will be used to access the PKI certificate

7. Click OK. The Installing your certificate window opens, displaying the progress of the
certificate installation. The PKI certificate will take approximately 30 to 90 seconds to
install

8. When the installation is completed, a message displays indicating the certificate
enrollment.

9. Close the browser window.

To configure Microsoft Outlook 2013 and 2016 for email encryption and digital signature: -
1. Go to File in Outlook

HOMI SEND / RECEIVE

2 Ignore
o or 19
as >

CleanUp ~
New New

Email Items~

Delete
:- y Junk ~
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2.

In the left panel go to Options.

Info

Open & Export

Save As

Office Account

Options

Exit

3. Select the Trust Center tab and click on Trust Center Settings.

R

- — e g S— -

Outiook Options. —
-
" Help keep your documents safe and your computer secure and healthy

Protecting your privacy

Microsoft cares about your privacy. For more information about how Microsoft Outiook heips 1O protect your prvacy,
please see the Privacy statements.

y the Microsott Outiook prvacy statement

ANQuage Security & more

Advanced Visit Office.com to leam more about protecting your privacy and security.
e Kt Megrosaf Trustaonh

w.Comoutng

Microsoft Outlook Trust Center

— The Trust Center contains security and privacy settings. These settings help keep your
E computer secure. We recommend that you do not change these settings. Trust Center Settings..
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4. Select the Email Security tab and click on the Settings... button.

Encrypted e-madl
‘3 Encrypt contents and attachments 101 OUIGONG Messages
71 Agd digitai signature 1o Outgoing messages
V! Send clear fext signed message when sending signed messages
Bequest S/MIME receipt for all S/MIME signed messages

Macro Setbagy Defaustt Setting: My S/MIME Settings (Aurora Diaz@Honeywell.com) z]

FOYAMMABC ACES || Digital IDs (Certificates)

5] Digital IDs or Certificates are documents that aliow you 10 prove your identity in electronic transactions.

[ imporxport.. | | GetaDigia 0.
Read as Plain Text

Read all stancard mad in plain text
Read a8 digitatly mgned mad in plain text

Script in Folders

Aflow script in shared folders
Allow script in Public Eolders

(ox J [ comn

5. Click the drop-down in the Hash Algorithm and select SHA256 and Click the drop-down
in Encryption Algorithm and select AES (256-bit). Click OK and Restart Outlook.
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Change Security Settings X
Security Setting Preferences
Security Settings Name:
: M! S/MIME Semngi(Devdoot.DEQHom!well.ton@)r
Cryptography Format:  S/MIME
@ Default Security Setting for this cryptographic message format
E Default Security Setting for all cryptographic messages
Security Labels... New Delete
Certificates and Algorithms

Signing Certificate: HON Public Identity Choose...

Hash Algorithm: ISHA256 N I

Encryption Certificate: |HON Public Identity Choose...

Encryption Algorithm: IAES (256-bit) v I

B Send these certificates with signed messages

To add the PKI Directory to Outlook

1. Goto File in Outlook, select the Account Settings drop down menu and open Account
Settings.

©

Account Information

Open & Export

C/3 AaronllWhite@nttdata.com
g U) Microsoft Exchange

# Add Account
Save Attachments

Print @ Account Settings

= Change settings for this account or set up i}
‘Account connections.

m" ¥ Access this account on the web.
Office Account = i5.com/owa/NT|
}L.W Account Settings...
8% Add and remove accounts or
Options change existing connection settings.
® Delegate Access
Exit \/
o “‘ Give others permission to receive
items and respond on your behalf (Out of Of
ol Download Address Book... fy others that y
=Y Download a copy of the Global -mail messages|

Address Book

F‘ Manage Mobile Notifications
__[l] Set up SMS and Mobile
Notifications.

thav har ammntodd
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2. Go to the Address Books tab and select New.
Account Settings

Directories and Address Books
You can choose a directory or address book below to change of remove it,

Email  DataFiles RSSFeeds SharePointLists Internet Calendars Published Calendars Address Books

(0 New.. % Change.. X
Name Type
Outlook Address Book MAPY

Close

3. Select Internet Directory Service (LDAP) and choose Next
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Add Account X

Directory or Address Book Type
You can choose the type of drectory or address book you'd ke to add

(®) Internet Directory Service (LDAP)
Connect to an LDAP server to find and venfy e-mail addresses and other
Information,

(O Additional Address Books

Conned to an address book to find and verify e-mall addresses and other
information,

Back Next > Cancel

4. Add pkidir.honeywell.com to the Server Name and choose Next

Add Account x

Directory Service (LDAF) Settings
ou can enfter the requined settings to access nformation in 8 drectory sernvice.

Server Inlommation

Type the name of the directory server your internet service provider or system
sdministratar hai given you.

Server Name: phidie. honeywell.com
Logon information

] This server requires me to log on

Require Secure Pasiword Authentication [SP)

Maore Settings ...

<Back | Next> Cancel

5. Click on Finish

Microsoft Outlook will need to be restarted for the changes to go into effect but is now configured
to send and read encrypted emails.
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